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Tieto, Industrial Internet 
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•  STRIDE history 





















30min – 60min 






•  Typically, old software is not safe (compare Windows 98 
to Windows 7) 
•  The new software will not get better without basic security 
knowledge 
•  Interest in the health care data increases all the time 
•  Because you do not want to get onto Iltalehti / Expressen 















•  MSDN blogs: The threats to our products, Kohnfelder & 
Garg. 1st April 1999. 
•  The model defined by The Microsoft Security Task Force 
(invented by Kohnfelder & Garg 1999) 
•  Microsoft used also other security models: at least 
DREAD that deceased 2010. 
•  Part of the SDL Threat Modeling Process started in 2002 - 
2003 
5 





Acronym STRIDE stands for… 
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•  Investigation of the right defences for the possible attacks 
on the target system 
•  Possibility to use within attack libraries like CAPEC or 
OWASP -> may help a lot! 
•  No need to be a security nerd so suits for you J 
•  Microsoft Threat Modeling Tool 2016 supports STRIDE 
directly 
•  Easier to find defenses than on CAPEC (Shostack, 2014, 
106). 
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•  Might not be as lightweight as it sounds. 
•  Not the best (=easiest) choice as first model, well 
structured models are easier in the beginning. 
•  The vulnerabilities and the management of vulnerabilities 
not throughout covered 
•  Doesn’t take automation into account -> after all, 









































•  Shostack, A. 2014. Threat Modelling: Designing for Security. Indianapolis, 
USA: Wiley 
•  Shostack, A. 2010. Elevation of Privilege: The easy way to threat model. 
YouTube video. YouTube: Christiaan008. Accessed on 22 August 2015. 
Retrieved from https://www.youtube.com/watch?v=gZh5acJuNVg 
•  SDL Threat Modelling Tool. Accessed on 26 July 2015. Retrieved from 
https://www.microsoft.com/en-us/sdl/adopt/threatmodeling.aspx 
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•  Domains of attack, Mechanics of attacks 





























•  Common Attack Pattern Enumeration and Classification 
•  Over 460 different attack patterns 
•  Categorized by mechanisms of attack or domains of 
attack 
•  Supports Google search   
•  Sponsored by U.S. Department of Homeland Security 
•  Classification of common attacks  
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•  Attacks are represented as patterns that are applicable in 
different contexts 
•  Each entry completion and status is shown on the attack. 
•  One of most comprehensive attack libraries available 
•  Is not limited to web applications only 
•  Continuously improved and maintained 















•  May lead in less creative thinking 
•  CAPEC might feel boring and/or difficult in beginning 
•  CAPEC offers classification of common attacks, STRIDE 
offers security properties (Shostack, 2014, 106). 
•  It is easier to recognize defences with STRIDE than with 
CAPEC 
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•  Many different ways to use, team should select and agree 
appropriate way. One way is to use CAPEC’s two views. 
•  Organized by mechanisms of attack 
http://capec.mitre.org/data/definitions/1000.html 
 
















•  Direct usage: 
In clear cases just select the: 
CAPEC-66 SQL Injection, CAPEC-103: Clickjacking, 
CAPEC-62: Cross Site Request Forgery …  
 
•  Possibility to derive attack patterns to the own library 
(might consume vast amount of time). 
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Mechanisms of Attack 
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•  Easier when you have a clue what to search 
•  System diagram or very good knowledge of system might 
be benefit 
•  Apply existing STRIDE findings for the CAPEC 
•  Apply OWASP TOP-10 attacks towards your system but 
















•  Shostack, A. 2014. Threat Modelling: Designing for Security. Indianapolis, 
USA: Wiley (104 – 107). 
•  Velez, T.U., & Morana, M.M. 2015. Risk Centric Threat Modelling. Process for 









































































8. supported	 me	 to	 recognize	 the	 vulnerabilities	 for	 the	
product?	*	Mark	only	one	oval.	
	 1	 2	 3	 4	 5	
	
9. supported	 me	 to	 recognize	 the	 weaknesses	 for	 the	
product?	*	Mark	only	one	oval.	
	 1	 2	 3	 4	 5	
	
10. suits	for	agile	development?	*	Mark	only	one	oval.	






	 1	 2	 3	 4	 5	
	
12. supported	 me	 to	 recognize	 the	 risks	 for	 the	 product?	 *	
Mark	only	one	oval.	
	 1	 2	 3	 4	 5	
	














	 1	 2	 3	 4	 5	
	
15. supported	me	 to	 recognize	 the	weaknesses	 for	 the	 prod-
uct?	*	Mark	only	one	oval.	
	 1	 2	 3	 4	 5	
	
16. suits	for	agile	development?	*	Mark	only	one	oval.	
	 1	 2	 3	 4	 5	
	
Advantages,	disadvantages	and	improvement	proposals	
17	 STRIDE	threat	model	advantages?	*	
	
18.	STRIDE	threat	model	disadvantages?	*	
Poor	 Excellent	
Poor	 Excellent	
Poor	 Excellent	
Poor	 Excellent	
	 	
		
	 	
						 	
19.	CAPEC	threat	model	advantages?	*	
							 	
20.	CAPEC	threat	model	disadvantages?	*	
	
21.	Improvement	proposals	regarding	to	the	threat	models	usage?	
For	instance:	Would	you	like	to	use	some	other	way	during	sprints	like	threat	
modelling	software,	planning	on	the	whiteboard	or	something	else?	
	
	
	 	
	 	
		
	 	
22.	 Improvement	proposals	regarding	to	the	training?	
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